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How to test RFID Compatibility

Document version 1.1

Overview

This document will explain how to test the compatibility of Book for TEOS RFID reader with
the card and with Manage for TEOS.

SONY



Requirements

Tablet compatible with TEB-RFID
A USB with NFC Reader

USB and SD must be formatted in FAT32 and have at least 300MB of space
If the USB/SD method doesn’t work, you can use the USB Burn from PC method

For the USB Burn the PC need to be admin rights
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1. Tablets details

Tablet reference table for tablets currently available

All firmware of tablets can be found under https://bit.ly/sonypsetech under TEOS -
Corporate Solutions >> 5 - Tablet for TEOS >> Firmwares

Prodvx tablets can be purchased with our partner AAV Hardware: https://aavhardware.com/

Android platform

Brand Model name
APPC-7XPLN 7" tablet, Android 9 with NFC with led
APPC-10XPLN 10" tablet, Android 9 with NFC with led
APPC-10SLBN 10" tablet, Android 9 with NFC with led
Prodvx APPC-10SLBe 10" tablet, Android 11 AOSP with led
APPC-15XP 15" tablet, Android 9
APPC-22XP 22" tablet, Android 9
TD-0350 3.5" tablet, Android 7 with led
TD-1060 10" tablet, Android 10 with led
QBIC TD-1050 Pro 10" tablet, Android 10 with led
TD-1070 10" tablet, Android 11 with NFC and led
Yealink RoomPanel 10" tablet, Android 9 with led
IAdea WRP-1000-L 10" tablet, Android 9 with led
10BDL4551T/00 10" tablet, Android 8 with led
Philips 24BDL4551T/00 24" tablet, Android 8
Innes Qeedji TAB10s 10" tablet, Android 9
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1.1. Example of RFID connection

RFID Is an accessory that Is purchase Independently from the Tablets. RFID package Is
arriving with 2 screws and you have the possibility to fix in 3 sides of the tablet as shown
below.

TEB-RFID card RFID card reader TEB-10DSQPL in landscape with TEB-RFID TEB-10SLB in
portrait with TEB-RFID

2. Configure your tablet with TEOS
2.1. Check & Install TEOS apps and NFC reader

For Manage for TEOS being able to control the tablet and send content, two apps need to be
Installed:
e TEOS Android Player (App to show the content)
e Control for TEOS (app use to receive commands from TEOS and transcode to
Android)

To test your RFID reader, you can use the app RFID reader that you can find in this link.

2.1.1. From tablet Interface
3. Check the applications TEOS Android Player and Control for TEOS are installed:
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https://sonygroup.box.com/s/0vxlaib9a1mievmq8s8mkli9ks28u32y
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5. Check ifitis the Iatst of TEOS Apps in Manage for TEOS releas note.

Manage

Email 5.1.1-TEB-10DSQPL.AP6x00x. TEOS.HSD101PWW14KD_A45.V1.1_1.11.052.20180119

Explorer 413.9.20150410_5.1
Gallery 1.1.40032-20140424
o Music 5.1.1-TEB-10DSQPL.AP 600k, TEOS.HSD101PWW14KD_A45.V1.1_1.11.052.20180119
Q Search 5.1.1-TEB-10DSQPL AP 6xxx TEOS.HSD101PWW1+KD_A45.V1,1_1.11.052.20180119
@ Settings 5.1.1-TEB-10DSQPL.AP 600x. TEOS.HSD101PWW14KD_A45.V1.1_1.11.052.20180119
@ Sound Recorder 5.1.1-TEB-10DSQPL.AP 60 TEOS. HSD101PWW 1 +KD_A45.1.1_1.11.052.20180119
n TEOS Android Player 258

TEOS Control 11

1. If thisis the latest version Is not Installed, insert you USB stick with both TEOS apk and go
back to Install. Click on USB memory and the 2 apps on the USB stick should be visible.
Install them by clicking on them and follow the installation procedure.
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2. Install NFC ready app as well If It Is not done

Apkinstaller

*: NFC Reader

n “This update requires no new permissions

meTALL

When you have Installed both apps and they are up to date, you can remove the USB stick.

2.2. Check your card with NFC Reader app

1. Open NFC reader

(= 15:35
NFC Reader CLEARALL COPY IDS

This is a simple app to read various tags (NDEF, RFID, FeliCa, ISO 14443, etc)

You use it by holding a tag/card against the back of your device

Please let me know if you want me to change how the data is displayed. Also send me an e-rr
let you know when I've fixed it. You can also see the source code and report issues at http

If you can't read any tag, please try some of the other NFC apps on Google Play and let me know if this app is the only one not working. Thanks!

/Adam

2. Insert your card in RFID reader, you will see the card values

= W 15:35

NFC Reader CLEARALL COPY IDS

Jul 10,201

ID (hex): 7217 a8 52

ID (reversed hex): 52 a8 1772

ID (dec): 1914153042

ID (reversed dec): 1386747762

Technologies: MifareClassic, NfcA, NdefFormatable
Mifare Classic type: Classic

Mifare size: 1024 bytes

Mifare sectors: 16

Mifare blocks: 64

This is a simple app to read various tags (NDEF, RFID, FeliCa, ISO 14443, etc).

You use it by holding a tag/card against the back of your device

Please let me know if you want me to change how the data is displayed. Also send me al il (adam se) if you have any problems with the app and I'll
let you know when I've fixed it. You can also see the source code and report issues at ht

If you can't read any tag, please try some of the other NFC apps on Google Play and let me know if this app is the only one not working. Thanks!

/Adam

Take the ID (dec) information and insert it into the user account into TEOS.

For that go to Administration> Users Management. You can add a user using Active
Directory or manually. Using manually, just click on "add user", fill the Information Including
the ID (dec) number
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3. Tablets final configuration with TEOS

To finalize the Installation of the tablet we recommend adding It into TEOS and send content
Into It.

First, make sure that network tablet Is configured.

1) check that network port from TEOS Server to the tablet are open:

Outgoing to server Incoming from server
*TCP -Port 80 (Web server) *Type 8 and 0 (icmp ping for auto discovery)
*TCP -Port 443 (Web server) “TCP —6541 (TEOS Player Signage app)

.-LrJgFF,) —gscgt5123 (NTP) *TCP -5541 (Control for TEOS)
- “TCP -5555

The tablet needs to be able to
contact TEOS Server using DNS approach, please make sure that the tablet Is able to
resolve your TEOS domain name

3.1. Adda Tabletinto TEOS

This section explains how to add a tablet into TEOS and use it with the different add-ons.

When using TEOS on premise

Go to Manage for TEOS Interface > Administration > Device management. You have different
methods to add devices: from an excel Import, from auto discovery option or adding It manually.
We will add in this case manually a new device, for that press on "add device"

a) Insert the room or device name

b) Select "display" as device type

¢) Select Sony as device brand

d) Model will be automatically field

e) Insert the IP address of the device

f) Select the license type

g) Add the device into a device group (create before a group in site configuration)

h) Press save

Make sure your device is linked to the device group (meeting room type).
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Edit device

On this page you can change the settings of your AV device to be used in TEOS.

General Device Localization
Name 105LB = Company A
Device type Tablet - =-Site A
= Building A1
Device brand Sony “
= Floor A-1-00

Model TEB-105LB n MR-Floor00-01
IP Address 192 168 100,193 MR-Floor00-02
N MR-Floor00-03
License type Tablet v

MR-Floor00-04
Room/desk solution type Room Control v

MR-Floor00-05
Controlled by custom o Desk Floor00-01"
protocol

o Desk-Floor00-02
Ignors schedula

Desk-Floor00-03

TEOS App settings Desk-Floor00-04

Rotation (*) Nane v Desk-Floor00-05

Always in front o DeskZone_Basic-Floor00-01

DeskZone _Advanced-Floor00-01

Note: If the device Is not reachable via network, or you don't have license for It, you will
get a message on top of this tab. If the device Is connected and the configuration done,
you must be able to see It in green in both power status and behavior status.

AV Devices
On this page you can add and manage AV devices such s displays, projectors or tablets and control them remotely, check their content, status and much more.

Add non-cloud device Import devices from Excel

& Connecting cloud-controlled devices > [ Connecting Non-cloud-controlled devices o

Dave 10° Tablet Sony TEB-105LE & Cloud: d_CFOABI EC I 7 Unicnonn | Tablel Tablel Dave House Ground Floor

Dave 7" Tablet Sony APPC 7XPL & Cloud: d_4F3FCA EIC T 7 Unicnonn | Tablet Tablet Dave Bedroom

Dave Home Bravia Sony KD-49XHB096 & Cloud: d_F230FC EX ) m Display Meeting Room Dave Lounge
CIRoom

Gurpreet's meeting room 2 First floor Sony APPC-105L8 & Cloud: d_A905F8 on . Tablet Meeting Room Gurpreet Meeting Room 2 [First floor)
CIRoom

Gurpreet's meeting room 1 Ground floor Sony TEB-105L8 & Cloud: d 713CE7 on = Tablet Meeting Room Gurpreet Meeting Room 1 (Ground floor)

Gurpreet Desk booking tablet Other TD-0350 & Cloud: d_329712 kX m Tablet Tablet Gurpreet's Desk 1

. O Bxternal
Gurpreet's 43 Bravia Sony FW - 438736F & Cloud: d_24D5A0 on ) Display signage Gurpreet's Open space
Gurpreet's player Other AAV-X96 Max + & Cloud: d_6A5061 On Ol Presentation Player Signage Gurpreet's Open space

By pressing to the virtual remote, TEOS will do a first adb request to your device. Device
will after ask to allow the connection (debugging), for a security measure which
needs to be done when the ADB connection is setup for the first time, you need to
authorize the RSA key from the TEOS server, once this is accepted and saved into the
local configuration file the connection can be setup at any time when the display is
online.

You will have to accept the connection by Manage for TEOS to be able to see the
snapshot from the screen.

G

Edit Delete Execute command Update screen

When trying to install a new App in TEOS via Site Management > Service management,
and in the device press test ADB, TEOS is doing the same request to the device.
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Update or install Android app

Before proceeding

CANCEL  TESTADB  NEXT

When using TEOS on Cloud (from version 3.0)
Go to your Manage for TEOS CLOUD Interface > Administration > Device management.
We will add in this case manually a device to the cloud, for that press on the drop-down
button on "Connecting cloud-controlled devices" to see the password automatically
regenerated every 1 hour to insert in the device

& Connecting cloud-controlled devices -
To add a cloud-controlled device, install the TEOS Cloud Control app and enter the following connection code. When adding

multiple devices on the same network, it is sufficient to only enter the connection code on one device and sel that device o Broadcast
oh local hetwork.

CONNECTION CODE: 3183-9173-791

After connection, the device will appear here and can be configured.

Now from the device, make sure it is connected to the internet. Open the app Cloud
Control for TEOS (version 1.4.2 minimum) and insert the password, press connect.
i

1] d_894C00
Status  © Not connected

Not connected to TEOS Manage

To connect, please enter the connect code found on the device page in TEOS
Manage

oLsien

3528-2000-618 CONNECT

Connect automatically |
Other de 0 I wlp this de other
— M |

The device will then connect automatically to your cloud account without any additional
action.

ID d_894C00
Status @ Connected

Connected to TEOS Manage
Server demo.teoscloud.com (v2.3.0)
Device name Device with ID d_894C00
Device localizations
Delegated devices

Last heartbeat 12 minutes ago

DISCONNECT

The ID shown in the device will appear in the AV device list after a refresh of the page
and will be shown and this end of it.
s B B GFO BRAVIAAS Home Sony FW-43B235F & Cloud: d_SFCFEQ Displa

« Device behaving as configured

Configured behaviour: Meeting Display
| Template: Meeting Display GFO2 |
| Screensaver: None

You can then setup it by clicking on the edit button:
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i) Insertthe room or device name

j) Select "tablet" as device type

k) Select Sony as device brand

I) Model will be automatically field

m) Select the license type

n) Add the device into a device group (create before a group in site configuration)
0) Press save

Signage  RoomBooking Room Control  Receptions  ClassCheck-in  Survey  BRAVIA Meeting Interface

General

Meeting Room

Calendar

Go to Administration> Device management and push on update screen button AL BB

The tablet should close and open again TEOS Android App with the Survey Interface

When the tablet displays your Room booking template, you can start to test your Card.

1. To check If the tablet Is expecting an RFID card, just press on one of the buttons, It should show
"Please scan your RFID tag to create a meeting"

‘TEUSRUU. W 13:28

l ‘ Current meeting:

!

Upcoming meetings:

.
- B
" ‘ Please scan your RFID tag to create a meeting  _

Book a meeting Find another room

e | L

=3 < <

2. Insert your RFID card, the tablet will ask you to push a button. Push the "book a meeting"
button, the name link with the card ID must appear when booking

. 1513:29 @
Current meeting:
. t test

13:27-1420 | R

Upcoming meetings:

i

-

’ Hello m please choose to start, close or

L extend your meeting

Book a meeting Find another roim_g
oL R

o] <@ < o
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